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Prerequisite

What | used to complete the challenge:
e Python 2.5

* Python Crypto ( http://www.dlitz.net/software/pycrypto/

* Wireshark ( http://www.wireshark.org/ )

 DTK Barcode Reader demo ( http://www.dtksoft.com/index.php

* VirtualBox ( http://www.virtualbox.org/ )

« |IDA disassembler ( http://www.hex-rays.com/ )




Level 1

The file for level 1 (t210-challenge-levell.pgm) is , as its extension states,
a PGM image file ( http://en.wikipedia.org/wiki/Netpbm_format ).

A PGM file is actually a text file which can be ope ned with any text
editor and thus easily modified.

Each value in purple represents a single pixel, wit h its value ranging
from O to 255

P2 : magic that indicates

= a PGM file

0255 255 255 255 255 255 255 255 _ _
255 255 255 255 255 255 O O : Width Height of

¢} €] €] 4] 4] 0 255 255 . .
o5 255 0 0 0 0 o oee the image (7 lines and

255 255 255 255 255 @ @ O 2886 columns)
® 255 255 255 255 255 255 255

235 255 255 255 255 255 255 255 .
255 0 0 o @ 255 255 255 255 : Maximum value of

¢] ¢] €] @ 255 255 255 255

255 255 255 255 255 255 255 255 _
255 255 255 255 0 O @ 0 0255 255... : pixels of the
255 255 255 255 © 0 @8 0 :
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First, | believed there was some kind of steganogra phy in the image
(Least Significant Byte method for example, or byte s with a leading O
in them: 00 and 0255) but those trails ended up bei ng dead ends.



By looking at the image, one can see that it looks like a barcode.

| first thought that barcodes could represent only figures, but they
can also represent text, with the “code 128" for ex ample. (see
http://www.adams1.com/128code.html )

| used “DTK Barcode Reader SDK demo” (see “Prerequi sites”) to decode

the barcode:

[ DTK Barcode Reader SDK Demo Application (version 4.1.101)

pen File Fead Barcodes About J @ Page 1 of 1 @ )& - E wu|
—Barcode Tvpes —Barcode Orientation —————
v cCode 11 [~ Postiet I™ Bottom to Tap
v Code 32 [ Planet _ _
[+ Code 39 Extended [ RM4SCEo I Right to Left W Left to Right
v Code 93 [T Australia Post
Top ko Bokk
W Code 128 I~ InkeligentMai ™ Top to Bottom
v Codabar ~ Optional Checksurm
Iv Interleaved 2 of 5
D [T Codell checksum
v Patch Code I PDF417
v EAN-13 [ Code39 checksum
v Ean-a [ DataMatrix [T Codes3 checksum
¥ UPC-A I~ QR Code
Cha ™ Micro QR [ Interzofs checksum
MC+2 I 45
—Settings
Expected barcodes count: I 1 Threshald Mode: Autornatic j

Scan Interval (0., 100; Il—
Quiek zone size: Im
Scan Page (0 - all pages): IIZI—
PDF Reading Tvpe: Im

~ Preprocessing options
[T Inwert [ Despeckle [ Dilate [ Erode [ Sharp

Extra Parameters | Set Default Configuration |

|Numl:uer of barcodes detected: 1 Recognition time: 10 msec.

Barcode string | Bynary data | Page | Tvpe
http: fEZ fifextfchallengerlevel=d93a... A3 7474703a... 1 Code 128
The software reveals the challenge URL along with t he type of the

barcode (Code 128).



Let’s verify it manually:

A Code 128 barcode looks like this:

QUIET CHECK QUIET
ZONE START DATA C HIAR STOP ZC:HE
1 L 1

1
I 1 1

Code 128

(source  http://lwww.adamsl.com/128code.html )

Characters encoding are the following (let's concen trate on the « h »,
« t»and « p » of « http »)

The letter “h” is encoded as: 1 Black, 2 spaces, 2 Black, 4 spaces, 1
Black and 1 space

Value |Code A |Code B |Code C B;a;t:r; s
70 ACK f 70 |112412 f (ASCII 102)
2 - N 2 1122114 PP,
72 BS h 72 |122411 h (ASCII 104)
73 HT i 73 |142112 T(ASCII 105)
74 LF ] 74 |142211 i (ASCII 106)
75 vT k 75 |241211 k (ASCII 107)
76 FF I 76 |221114 | (ASCII 108)
77 CR m 77 |413111 m (ASCII 109)
78 50 n 78 |241112 n (ASCII 110)
79 51 o 79 |134111 o (ASCII 111)

Value |Code A |Code B |Code C E_:f:t_:_r:_s
80 DLE b B0 |111242 P (ASCII 112)
B1 DC1 q Bl |121142 g (ASCII 113)
82 bC2 r B2 |121241 r (ASCII 114)
oc , 11212 el iich
B4 DC4 t B4 124112 t (ASCII 116)

(source  http://lwww.adamsl.com/128table.html )




When applied to the challenge image, it gives the f ollowing:

Start "h" 'I'I' "

T

Quiet zone



Level 2

The file for level 2 is a VirtualBox disk image.

# strings t210-level2.vdi |head

<<< Sun VirtualBox Disk Image >>>
SQOtN2

t+a’

Invalid partition table

Error loading operating system
Missing operating system
MSDOS5.0

NO NAME FAT16 3

One can very easily pass this level with the follow ing command:

# strings t210-level2.vdi |grep -i "http"

<</Subtype/Link/Rect[ 54.45 745.96 370.03 771.4] /B S<</W 0>>/F
4/A<</Type/Action/S/URI/URI(http://t2.fi/lext/challe nge?level=95f05a22b
9694edf20fd5bf5ddcc8e9f) >>>>

But let’s get a little bit deeper.

If one mounts the image in a virtual machine, only 1 file is visible:
t210 level2.txt and it doesn’t contain anything u seful

debian:™# mount /dew/sdbl Atmp/tmps
debian:™# 11 -a Stmp/tmp/
total 21

8l rw=r—-=r—-= 2 root root 16°
Bdrw=rw=rwt 5 root root  4H
—rrw=r—-=r—-= 1 root root
[debian:™# c© Stmpdtmp/
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A “strings” on the binary shows strings relative to PDF files:

TT 0 obj
<</Type/XRef/Size 11/MW[ 1 4 2] /Root 1 O R/Info 8 O R/ID[<02730414ESCOAC409E3B1F4012A84C1E><02730414E9COAD409E3B1F4012484C1E>] /Filter/FlateDecode/Length 50=3
stream
endstreanm

oo
xref
@ 1z
0DEOEOBE0D 65535
0000000017 Q0ooe
(clelelelclelelepts elelelele]
eleelelelelenRer A elelelele]
0000000369 QOGO
[clelelelelclepet: pelelclele]
[elelelelelelel=Tesqelelelele]
000O001144 QC0OCO
00EEE01325 00000
0000001540 0ROGO
0000001798 00OCO
000O0E4761 OBORO
trailer
<</Size 12/Root 1 0 R/Info 8 O R/ID[<02730414E9COAQ409E3B1FA012A84C1 E><02730414E9COA0409E3B1F4012A84C1E>] »=
startxref
65010
FHEOF
xref
trailer
<</Size 12/Root 1 0 R/Info 8 0O R/ID[<02730414ESCOAQ409E3B1F4012A84C] E><0273041 4E9COAC400E3B1F4012484C1E>] /Prev 65010/XRefStm 64761>>
startxref
65406
S%HEOF
%PDF-1.5
1 0 obj
<</Type/Catalog/Pages 2 O R/Lang(fi-FI) >>
endobj
20 obj
<</Type/Pages/Count 1/Kids[ 3 @ R] ==

5 W EEIEEReE S B,

J
3 0 obj
<</Type/Page/Parent 2 0 R/Resources<</Font<</F1L 5 0 R>>/ProcSet[/PDF/Text/ImageB/ImageC/Imagel] >>/Annots[ 7 O R] /MediaBox[ O 0 595.5 842.25] /Contents 4 @ R/

GB=>/Tabs /S>>
odohd

Using a hex editor, one can easily find the PDF fil e (the highlighted

part is some compressed text, I'll come back to th is later):

0003cla4 (00 00 00 00 0O 00 00 OO 0O OO 00 OO 0O 00 00 OO0 OO 00 00 OO OO0 00 00 OO0 OO 00 00 00 0O 00 00 00 00 |....u v e ronnreseanannsonss i
0003clch (00 00 00 00 Q0O 0O 00 OO 0O 0O 00 0O OO 00 DO 00O 00 00 00 OO0 OO0 OO0 DO OO0 QOO0 00 OO 00 00 00 00 00 00 ... ievresenesnnrannsannasanasanas
0003cle6 (00 00 00 00 QO 00 00 OO OO 0O 00 OO 0O OO0 00 00 OO0 00 00 OO OO0 Q00 00 OO0 OO0 Q0 25 50 44 46 2D 31 2E | ... ieivincniasniasaasnias %PDF-1.
0003c207 (35 OD OA 25 B5 B5 B B5 0D 0A 31 20 30 20 6F 62 6R 0D OA 3C 3C 2F 54 79 70 65 2F 43 61 74 61 6C 6F|5..%...... 1 0 obj..<</Type/Catalo

0003c228 |67 2F 50 61 67 65 73 20 32 20 30 20 52 2F 4C 61 BE 67 28 66 69 2D 46 49 29 20 3E 3E 0D 0A 65 6E 64 |g/Pages 2 0 R/Lang(fi-FI) >>..end
0003c249 (6F 62 6A 0D 0A 32 20 30 20 BF 62 6A 0D OR 3C 3C 2F 54 79 70 65 2F 50 61 67 65 73 2F 43 6F 75 BE 74 |obj..2 0 obj..<</Type/Pages/Count
0003c26a|20 31 2F 4B 69 64 73 5B 20 33 20 30 20 52 5D 20 3E 3E 0D OA 65 6E 64 6F 62 6A 0D OA 33 20 30 20 6F| 1/Kids[ 3 0 R] >>..endobj..3 0 o
0003c28b |62 62 0D OA 3C 3C 2F 54 79 70 65 2F 50 61 67 65 2F 50 61 72 65 6E 74 20 32 20 30 20 52 2F 52 65 73 |bj..<</TIype/Page/Parent 2 0 R/Res
0003c2ac|6F 75 72 63 65 73 3C 3C 2F 46 6F 6E 74 3C 3C 2F 46 31 20 35 20 30 20 52 3E 3E 2F 50 72 6F 63 53 65 |ources<</Font<</Fl1 5 0 R>>/Procse
0003c2cd (74 5B 2F 50 44 46 2F 54 65 78 74 2F 49 6D 61 67 65 42 2F 49 6D 61 67 65 43 2F 49 6D 61 67 65 49 5D |t[/PDF/Text/ImageB/ImageC/Imagel]
0003c2ee (20 3E 3E 2F 41 6E 6E 6F 74 73 5B 20 37 20 30 20 52 5D 20 2F 4D 65 64 69 61 42 6F 78 5B 20 30 20 30| >>/Annots[ 7 0 R] /MediaBox[ 0 0
0003c30f|20 35 39 35 2E 35 20 38 34 32 2E 32 35 5D 20 2F 43 6F 6E 74 65 6E 74 73 20 34 20 30 20 52 2F 47 72| 595.5 842.25] /Contents 4 0 R/Gr
0003c330|6F 75 70 3Cc 3C 2F 54 79 70 65 2F 47 72 6F 75 70 2F 53 2F 54 72 61 6E 73 70 61 72 65 6E 63 79 2F 43 |cup<</Type/Group/S/Transparency/C
0003c351 |53 2F 44 65 76 69 63 65 52 47 42 3E 3E 2F 54 61 62 73 2F 53 3E 3E 0D OA 65 6E 64 6F 62 6A 0D OAR 34|S/DeviceRGB>>/Tabs/S>>..endeobj..4
0003c372 (20 30 20 6F 62 62 0D O0& 3C 3C 2F 46 69 6C 74 65 72 2F 46 6C 61 74 65 44 65 63 6F 64 65 2F 4C 65 6E| 0 cbj..<</Filter/FlateDecode/Len
0003c393(67 74 68 20 32 39 35 3E 3E 0D OA 73 74 72 65 61 6D 0D OA T8 9C 8D gth 295>>..stream..
0003c3b4 (9C 11 9A 26 99 7c 34 82 08 OB 2A 78 94 DE €4 83 1F 6D 15 5¢ 91 65
0003c3d5(6F BE DE 23 90 D9 0C A2 E9 AE 8D 34 46 5% 2F 87 49 34 46 EA FC 19
0003c3f6 (46 CB 99 E1 46 34 F7 20 F1 41 OE B7 AZ B9 CA E3 9B E1 CF 10 25 A5
0003c417 (BB 79 61 77 c5 EB 15 DB 08 FB 3D 12 7C 32 3B EF BO 35 16 32 F4 04
0003c438 (D8 52 A8 B5 31 53 07 DF 19 73 1F 86 1E 78 BE EO0 19 2D 55 €9 47 cc
0003c459(1Cc E2 4B 0C 94 EB AC 3A 22 19 F8 2A 5E B5 D6 EC 05 D3 84 4E 83 67 EECT—
0003c47a(4F 59 DE D5 ¥6 CO 90 72 BB 07 €7 B4 FA BD BO 7F 15 29 03 72 15 2D 25 BF 2B 1C 92 25 2E 95 02 E5 75/0Y. ... .Fieeennnns (T
0003c49b (05 F& 55 33 55 8D 75 OB EB 7F 5E 76 EO0 93 0& 51 52 BE 82 40 52 2B 3 RS 551 e 3 1 R
0003c4be (F1 78 61 27 9F 44 A4 A0 DC 3F 17 F1 03 AB 3E 7D 97 0D OA 65 6E 64 5 sD e

0003c4dd|6F 62 A 0D OAR 35 20 30 20 6F 62 6A 0D QA 3C 3C 2F 54 79 70 65 2F 46 6F 6E 74 2F 53 75 62 74 79 70 |cbj..5 0 obj..<</Type/Font/Subtyp

v

Search for: |PDF | as |Text |¥| ®FndNet |4 Fm&Prev\cus ®
signed 8 bit: {13 signed 32 bit: |218785134 | Hexadecimal: |0D 0A 65 6E | *®
Unsigned 8 hit Unsigned 32 bit: |218785134 | Decimal: [013 010101110 |

|
13|
Signed 16 bit: |3338 | Float 32 bit: |4

octal: |0
Unsigned 16 bit; [3338 | Float 64 bit; [7,55049144561858E-245 | Binary (00001101 00001010 01100101 01101110 |
| show little endian decoding _1 show unsigned as hexadecimal ASCII Text:
Offset: 246989 / 44041215 Selection: 246694 to 246988 (295 bytes) INS

And the URL we found before:

0003c6ab |37 37 31 2E 34 5D 20 2F 42 53 3C 3C 2F 57 20 30 3E 3E 2F 46 20 34 2F 41 3C 3C 2F 54 79 70 65 2F 41|771.4] /BS<</W 0>>/F 4/A<</Type/A
0003c6cc |63 74 69 6F 6E 2F 53 2F 55 52 49 2F 55 52 49 28 68 74 74 70 3& 2F 2F 74 32 2E 66 69 2F 65 78 T4 2F |ction/S/URI/URI (http: /L2 .Fifext/
0003c6ed (63 68 61 6C 6C 65 BE 67 65 3F 6C 65 76 65 6C 3D 39 35 66 30 35 61 32 32 62 39 36 39 34 65 64 66 32 |challenge?level=-95f05a22b9694edf2
0003c70=|30 66 64 35 62 66 35 64 64 63 63 38 65 39 66 29 20 3E 3E 3E 3E 0D OA 65 6E 64 6F 62 6A 0D OA 38 20 |0fd5bf5ddcc8e9f) >>>>..endobj..8

0003c72f[30 20 6F 62 6A 0D 0A 3c 3C 2F 50 72 6F 64 75 63 65 72 28 FE FF 00 4D 00 69 00 63 00 72 00 6F 00 73|0 obij..<</Producer(...M.i.c.r.o.s



The PDF file is split into 2 parts into the image (
fragmented when written on the FAT patrtition):

End of part 1 (red line, just before the content of

0004445a
0004447b
0004449c¢
000444bd
000444de
000444ff
00044520
00044541
00044562
00044583
000445a4
000445ch
000445e8
000448607
00044628

vuusELUs
000341eb
000342086
00034227
00034248
00034269
0003428a
000342ab
000342cc
000342ed
0003430e
0003432F
00034350
00034371
00034392
000343b3

We can reconstruct the full PDF and open it:

uu uu
00 00
6E AC
El C8
0% DD
D4 Cn
37 DC
6C 91
D8 27
2E E9
c7 ‘BY
B5 92
0E 5
cl 4B
D3 31
78 13

File Edit View Document Tools Window Help

file was probably

the text file):
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http://t2.fi/ext/challenge ?level=95f05a22b 9694e df 20fd5bf5ddcc8e of




If the PDF could not have been reconstructed or if the URL had not

been in cleartext, the level could still be validat ed by decompressing
a compressed string which contained the URL (the pr inted text

actually).

This compressed string is the one highlighted a few blocks before. It

is manually copied into “/tmp/stream.bin” and then decompressed using
python.

Python 2.6.5 (r265:79063, Apr 16 2010, 13:09:56)

[GCC 4.4.3] on linux2

Type "help"., "copyright", "credits" or "license" for more information.
Current history file (/home/mga/.py_history) size: 41414 bytes, 955 lines.

>>> a=open("/tmp/stream.bin","r").read()

=== import zlib

=== z1lib.decompress(a)

'BTWrAn/FL 11.25 Tfvrvnl @ @ 1 57.075 797.2 TmA\r\n@ ghrin@ Gvrdn[( )] TINrAnETAFARETA ANl @ @ 1 57.075 39
(p)-70:/)-12(/)53(t2)42(.)-14(f)38(1)-36(/)53(e)-34(x)-33(1)868(/)-13(c)23(h)-7(a)12(1)30(1)308(e)-34(n) - 7(
40(6)40(9)-25(4)40(e)-34(d)-7(f)-27(2)40(0)40(f)-27(d)-7(5)40(b)-7(f)-27(5)40(d)-7(d)-7(c)23(c)23(8) 40 (e)
.92 Tmhrsn@ ghrin@ Ghewnl( )] TINP\RETARPANBTA AL @ @ 1 57.075 736.4 Tmwrnl{ )1 TINP\nETArAn'

]

One can clearly see the challenge URL (in red)

BT\\a/F1 11.25 Tl 00 1 57.075 797.2 Tm\rn0 gr\n0 Giin[()] Tr'aET\BT\rnl 00 1
57.075 39.025 Tm\rn[ ()] TTWaET\ET\r'n1 0 0 1 57.075 761.92 Tm\rn0 0 1 rg\rn0 0 1
RG\An[(h)-7(t6)3(p)-T(:N)-120)53(€2)42()-14(£)38(1)-36() 53(e) -34(x) -33(£)68(/)-13(c) 23(h) -
7(a)12)30)30(e)-34(n)-T(g)71(e)-34(M) 6 3(1)-36(e) 31 (v)-14(e) 31(0)-36(=)31(9)40()40(F)-
27(0)40(5)40(a)12(2)40(2)40 (b)-TA(9)40(6)40(9)-25(4)40 (e)-34(d)-7(H)-27(2)40 (0)40(D)-27(d)-
7(5)40(b)-7()-27(5)40(d)-7(2)-7(c)23(c)23(8)40(e)-34(9)40(H) ] Tr'nET\r\n0 0 1 rgr\n57 075
759 67 311.63 0.75 re\finf*r\nBT\rn1 0 0 1 368.7 761.92 Tm'r\n0 gir'n0 Girin[()]
TNaET\AaBT\r'n1 0 0 157.075 736.4 Tm\r'n[( )] TNrET\rn'



Level 3

Once again, this level is about PGM files.

This time, it's not an obvious barcode, but a class ic image (kudo to
Mario again!)

THANK YOU MARIO?*

BUT OUR PRINCESS IS IN
ANOTHER CASTLE?®

In the first image (levell), | had already seen “st range bytes” with a
leading 0 (*00” and “0255” instead of plain “0” and “255").

. P2

' 200 100

| 255

(o] [o] [o]
3@@@@@@@!@@@@@@@@@@@@!@@GH)G)@(D(D

o000 D000 O 0
D0 0000000000000 0000000000000 0000000000
o000 D000 O 0
(=] (=] (=] [=]

DH‘GGGE'@@@E‘@@@@@@@@@@@@@@@@@ual(D
R slolsRololslolasgslaoolololololeoNoloolol ool Rololo ol ool
D0 0000000000000 0000000000000
R slolsRololslolasgslaoolololololeoNoloolol ool Rololo ol ool

This time, to make them *“visible”, | changed the by tes “00” to “0255”
(actually black pixel to white pixel), and it gives the following:



ARIO

R e =

BUT OUR PRINCESS IS
ANOTHER CASTLE ¢

- oto-otnq--
— - n— L
R zo - -

=+
r 4

Wow, again it looks like barcodes!

Let’'s remove the text that hinders us: replace “255 " by “0” (white
pixel to black pixel)

. 0w
— -
(X RN

- - - - —

*
*
1
-
-
L
-
-
-

— S —
-

FEBBBREEE R O R R oE
.

AR AR e

- .

@ O & & & REF AR B 4
- .- -

@ AR SR ERGIE B

L L R F I Ea I J

First, | thought it was again a barcode and | tried to assemble the
different columns into a line (in a new PGM file) a nd make it
recognized by the barcode reader software, but | so on discovered that
there was no “quiet zone” and “start zone” in those lines, so it
couldn’t be a barcode.

This time again, | tried to search for steganograph y in the image with
those "strange” bytes.




With the following python code, | retrieve the data for the 10
“special” columns.(like the one squared in red)
a=open("t210-level3-modified2.pgm","r").read().spli t("\n")
width = int(a[1].split(" *)[0])

height = int(a[1].split(" ")[1])

data = [i for i in "".join(a[3:]).strip().split(" ' )ifil=""

print "w : %d, h : %d"%(width, height)
columns =[]
# get data per column
for i in range(width):
columns.append([])
for j in range(height):
columns]i].append(data[width*j + i])

# keep only 10 columns with "special” bytes (i.e :
in it)

with "00" or "0255"

good_columns = [i for i in columns if "00" in i or "0255" in ]
Now | can test if each pixel represents a bit of a character
Good_columns|0] is the column squared in red in the previous
screenshot. “0” will represent a 0 bit, “0255” a 1 bit.

>>> good_columns]0]

[0, '0255, 'O, '0', '0', '0255, '0', '0255' ,'0', '0255', '0255',
‘0, '0', '0255', '0', '0', 0, '0255', 0", '0255 ,'0', '0255/,
'0255', '0, '0", '0255', '0255', '0', ‘0", '0255', ‘0", '0", '0',
'0255', '0', '0255, '0', '0255', '0, '0', '0', 'O 255','0', '0255/,
'0', '0255', '0', '0255', '0', '0255', ‘0", '0", 'O ,'0Y,'0, "0,
'0,'0,'0, 0,0, 0, 0, 0%, 0, 0 0,0, 0, 0,
'0','0, 0, '0Y, "0, '0Y, 0 "0, 0, 0 0,'0,'0,'0,
'0','0, 0, '0Y, "0, '0Y, 0 "0, 0, 0 0,'0,'0,'0,
‘0, '07

>>> chr(int(" 01000101 “,2))

IEI

>>>

Apparently, going with the columns is not the good answer.

Why not try this but with the lines instead (square d in blue), but

with the values of only the “good columns”: There a
and 100 lines, hence 1000 bytes of data, which can

re 10 good columns
represent 1000 bit.




# now get the lines instead of the columns
# put all lines in 1 list (1000 elements long, beca use 10 columns of
100 elements each)
lines =]
for j in range(len(good_columns|0])):
for i in range(len(good_columns)):
lines.append(good_columnsJi][j])

Let’s test now (we test only the first 2 characters ):

>>> |ines[:16]

['0Y, '0255', '0255', '0', '0255, '0', 'O, 'O , '0','0255', '0255,
'0255', '0', '0255', '0', 'O’ ]

>>> chr(int(" 01101000 ",2))

N

>>> chr(int(" 01110100 ",2))

"

>>>

The hypothesis seems to be confirmed (first 2 chara cters =="“ht” as in
“http”). Let’s print the full hidden string:

# decode characters (8 bits per char)
char=""
s="
for i in range(len(lines)):
tmp = int(linesJi])
if tmp == 255:
char +="1"
elif tmp == 0:
char +="0"
if len(char) == 8:
s += chr(int(char,2))
char=""

>> g
‘http://t2.filext/challenge?level=96ef65c5937b2af4a 2d1fb2dfb1c9f55  \x00
\x00\x00\x00\x00\x00....\x00\x00\x00\x00\x00\x00\x00\ x00\x00\x00\x00\x00
\x00\x00\x00\x00'

>>>

BINGO !




Level 4

This level is about decrypting a message:

| can't find the good old decryption tool on my new
help, please? | need you to decrypt the below messa
pretty sure I've used the same encryption key (my b
last five years...

b6 22 4a 16 5e 60 dd 79 Of c5 cd cb 8a fc 48 cd 87
el dd b8 b5 f8 67 12 d8 7c 25 cd ab f2 f1 2b 83 b0
60 6¢ ee la bc b8 f9 39 c2 fd 3d b0 ff 51 8d 41 6e
3417 2a

computer! Can you
ge for me ASAP! I'm
irthdate) for the

0061chellael
45 b5 18 c1 45 1b
01 3e4c 3dc344

The encrypted message is 72 bytes long. | first tho
ciphers and ruled out stream ciphers because the en
probably contains the challenge URL, which is 65 by
any trailing character).

Furthermore, it is stated in the mail that the encr
user birthdate.

It probably is in the format “MMDDYYYY” (or DDMMYYY
YYYYMMDD) so most probably 8 bytes long (considerin
no UTF-8 encoding).

In this case, AES and 3DES are also ruled out becau
the key.

In the obvious ciphers left, DES and Blowfish were
candidates.

If the birthdate had been encoded in UTF-8, the enc
have been 16 bytes long, and AES-128 would have bee

If there had been “garbage” at the end of the encr
it to 72 bytes), a stream cipher would have been po

In the bruteforce, | had to test the 4 types of dat
above. (date, date2, date3, date4).

To test if the decryption was successful, | simply
in the decrypted string.

ught of block
crypted message
tes long (without

yption key is the

Y or YYYYDDMM or
g ASCII encoding,

se of the size of

the most probable

ryption key would

n a possible match.

ypted URL (to pad
ssible too.

e format described

searched for “http”




| tested Blowfish first and got lucky quickly:

#!/usr/bin/env python

from Crypto.Cipher import *

enc =
"\xb6\x22\x4a\x16\x5e\x60\xdd\x79\x0f\xc5\xcd\xcb\x 8a\xfc\x48\xcd\x87\x00\x61
\xcb\xeO\x1a\xel\xe1\xdd\xb8\xb5\xf8\x67\x12\xd8\x7 c\x25\xcd\xab\xf2\xf1\x2b\
x83\xb0\x45\xb5\x18\xc1\x45\x1b\x60\x6c\xee\x1a\xbc \xb8\xfI\x39\xc2\xfd\x3d\x
bO\xff\x51\x8d\x41\x6e\x01\x3e\x4c\x3d\xc3\x44\x34\ x17\x2a"

day=1

month = 1

year = 1940

for day in range(1,31):
for month in range(1,12):
for year in range(1940,1980):
date = "%02d%02d%s"%(day,month,year)
date2 = "%02d%02d%s"%(month,day,year)
date3 = "%s%02d%02d"%(year,day,month)
date4 = "%s%02d%02d"%(year,month,day)
for the_date in [date,date2,date3,date4]:
for mode in [Blowfish.MODE_CBC, Blowfis h.MODE_CFB,
Blowfish. MODE_CTR, Blowfish.MODE_ECB, Blowfish.MODE _OFB, Blowfish.MODE_PGPI]:
a = Blowfish.new(the_date)
b = a.decrypt(enc)
if "http" in b:
print "%s (date : %s)"%(b,the_d ate)

# time ./decrypt.py

http://t2.filext/challenge?level=8b57c5946ee283feal 1e8646e7clebf9 (date : 19630115)
http://t2.filext/challenge?level=8b57c5946ee283feal 1e8646e7clebf9 (date : 19630115)
http://t2.filext/challenge?level=8b57c5946ee283feal 1e8646e7clebf9 (date : 19630115)
http://t2.filext/challenge?level=8b57c5946ee283feal 1e8646e7clebf9 (date : 19630115)
http://t2.filext/challenge?level=8b57c5946ee283feal 1e8646e7clebf9 (date : 19630115)
http://t2.filext/challenge?level=8b57c5946ee283feal 1e8646e7clebf9 (date : 19630115)

NCTraceback (most recent call last):
File "./decrypt.py", line 23, in <module>
a = Blowfish.new(the_date)
Keyboardinterrupt

real 0m9.118s
user 0m9.113s
sys 0m0.000s

Key found in less than 10 seconds of bruteforce © (The user is born on
15th January 1963)




Level 5
On the last level, a pcap file is provided.

After investigation, it appears that the machine 19
psexec ( http://technet.microsoft.com/en-us/sysinternals/bb8

2.168.2.1 used
97553.aspx )

to launch binary “t210test.exe” (located remotely i
remote machine 192.168.2.10 (which runs Windows Sma
Server).

Psexec permits the execution of binary remotely (us
get the output of the command on the local computer

To be able to launch the binary on the remote serve
to be copied on it, so it is transferred using SMB.

This is how we will be able to retrieve it:

First, | thought of using a development version of
which permits the retrieval of files transmitted th
http://blog.taddong.com/2010/05/capturing-smb-files

n \System32\) on
Il Business

ing the CLI) and

r, the binary has

Wireshark (1.5 svn)

rough SMB (see
-with-

wireshark.html ) but it didn’t work (Wireshark didn’t see any file
transferred):

" k210-levelS.peap =i=ix]
fle Edt Yew Go Coplre Analyee Stetistics Telephony Tools WS intemal  Help
Buesesd bRAREEE 46 W@f?i|l§|5\@a@|ﬂ\ﬁmﬁ&\@
Filter] | j EmiEsionte Conr hrelt
Ha. |Time |Source | pestination |pratacal |Tnfo |-
250 0.882674  152.168.2.10 192.168.2.1 ESSIRT "l wireshark: SMB object list =10ix]
251 0.BB2FF0  152.168.2.1 192.168.2.10 N [ e e
252 0.883602 152.168.2.10 157.168.2.1 sMe  Cly
25% 0.BB3930 152.168.2.1 102,168, 2.10 TR [T
254 0.836544 102.168.2.10 152.168.2.1 sME N
255 0. BBAGEE  152.168.2.1 102.168.2.10 TR [T
256 0.887562 152.168.2.10 157.168.2.1 e T il
257 0.909068 152.168.2.1 192.168.2.10 TP [T
258 0.910378  182.168.2.10 192,168, 2.1 e HT
250 0.010464 152.168.2.1 102.168.2.10 Tce [T
260 0.910075 182.168.2.10 192,168, 2.1 e Tr
261 0.911067 152.168.2.1 102.168.2.10 T [T
262 0.911923  182.168.2.10 192.166.2.1 smeTr
263 0.912005 152.188.2.1 102.168.2.10 Tce [T
264 0.913516 152.168.2.10 192.168.2.1 sme TR [
265 0.920110 182.168.2.1 162.168.2.10 TR [T =

Frame 23: 170 hytes on wire (1360 bits), 170 bytes captured (134
® Ethernet II, Src: CadmusCo_12:97:2a (0B:00:27:12:97:2a), Dst: Cd
Internet protocol, src: 182.168.2.1 (192.168.2.1), Dst: 192.168)
® Transmission Control Protocal, Src Port: xrl (11040, Dst Port: rf
WetBIOS Session service

SMB (Server mMessage Block protocol)

0000 08 00 27 a4 e1 b7 08 00 27 12 97 Za OB 00 45 00
0010 00 9c 72 fd 40 00 B0 06 02 03 0 a8 02 0L <O af Save As Save Al | Cancel I
0020 02 0a 04 50 01 bd 9e £9 02 e8 7c 4c 16 5f 50 18
0030 8 d3 00 81 00 00 00 00 00 70 FF 53 4d 42 a2z Q0

00 00 00 18 07 <8 00 00 00 00 00 00 00 00 00 00
AN AN AR (S ms On A0 AR 7a a0 1@ FF A0 dn da an

(O Fila "2 Ahac Ak 1 Nln At Sl 1 Neusls nean® 221 | Dackare: G54 Ricnlauad: G54 Warkad: 01 aad

Fires M40I0 15

[Brafila: mafair



| had to revert to a more “manual” method and copy

manually the bytes

into a file:
R I e

No,.  Time Sourge Destination Protacol  Info :
253 ©.883530 192.168.2.1 152,.168.2.10 SMB NT Create AndX Request, FID: 0Ox4002, Path: \psexecsvc
'ﬁ}\ fal %AA 19 '\@ 10 15 ‘Iﬁ! 1 w AT (rpato AndY Beocpopco = s ﬂm‘)
255 0.886688 192.168.2.1 192.168.2.10 SMB Pipe TransactNmPipe Request, FID: Ox4002
256 0.887552 192.168.2.10 192.168.2.1 SMB Pipe TransactNmPipe Response, FID: Ox4002

[ 257 0.9e0068 192.168.2.1 182.168.2.10 SMB NT Create AndX Request, FID: Ox4003, Path: \System32\t210test.exe
258 0.910378 192.168.2.10 192.168.2.1 SMB NT Create AndX Response, FID: 0x4003
259 0.910454 192.168.2.1 192.168.2.10 SMB Trans2 Request, QUERY FILE INFO, FID: Ox4003, Query File Internal Inf&
TTTTETOETS THTTTOET IO TOZTTOET T E TS RSO, LT DR RO S, OUER T T T
261 0.911067 192.168.2.1 192,168.2.10 SMB Trans2 Request, QUERY_FS INFO, Query FS Attribute Info
262 0.911923 192.168.2.10 192.168.2.1 SMB Trans2 Response, QUERY_FS INFO
263 0.912005 192.168.2.1 192.168.2.10 SMB Trans2 Request, SET_FILE INFO, FID: Gx4003
264 0.913516 192.168.2.10 182.168.2.1 SMB Trans2 Response, FID: Ox4003, SET_FILE INFO
265 0.920110 192.168.2.1 192.168.2.10 TCP [TCP segment of a reassembled PDU]
266 0.920185 192.168.2.1 192.168.2.10 TCP [TCP segment of a reassembled PDU]

R

Internet Protocel, Sre:

Frame 257 (188 bytes on wire, 188 bytes captured)
Ethernet II, Src: CadmusCo_12:97:2a (08:00:27:12:97:2a), Dst: CadmusCo_ad:el:b7 (08:00:27:ad:el:b7)
192.168.2.1 (192.168.2.1}, Dst:
Transmission Control Protocol, Src Port: xrl (1104), Dst Port: microsoft-ds (445), Seq: 185369, Ack: 2610, Len: 134
NetBIOS Session Service

sMB (Server Message Block Protocel)

192.168.2.10 (192.168.2.10)

Then “follow TCP stream”, identify the EXE by the P

are actually 2 binaries in the stream: psexec (1

retrieve only the 2

Stream Content

0OEZDS58C 00 00
00O2D58C 00 0O
0OO205AC 00 08
oop205BC  ff ff
0002D5CC 00 01
oeezpsDe ff fFf
0002D5EC 00 00
DEEZDSFC 00 0O
0002066C =8 00
00E2D61C cd 21
00O2062C 61 Ge
0002D63C 44 4f
0EE2D64C 00 0O
0002065C 78 cf
00E2D6EC 68 cf
0002067C 7d cf
0002068C 7a cf
0002D69C 78 cf
0002DGAC 00 0O
00O2DEEC  4c 01
0O02D6CC =0 0O
0002D6DC 00 0O
000ZD6EC 00 00
0002D6FC 00 00
0oE2076C 00 o4

Rechercher | Enregistrer sous | Imprimer | Entire conversation (288114 bytes)

do
og
e2
ft
do
olc]
00
ol¢]
[¢]¢}
54
Be
53
ele]
73
73
73
73
73
[olc}
05
0z
[ole}
40
[olc]
[sle]

40
oo
o1
oo
ee
oa
oo}
oa
¢1¢]
68
&f
20
ale]
ed
ed
ed
ed
ed
[2l0]
(ele]
o1
(o]0]
olo]
oo
[2e]

i
[¢lo}
Oe
[¢]e}
4d
ba
00
oo
Be
69
74
&d
3c
66
66
78
66
oo
[¢lo}
ob
ob
bf
o]0}
a5
77

33
og
i
[ole]
Sa
[olo]
o[e]
[6]5]
1f

73
20
&f
ae
ad
2d
cf
ad
oo
[ol¢]
de
01
14
1o
o[¢]
fa

ad
oo
o]0}
¢e]
j=lo]
oa
(oo}
oa
ba
20
62
64
1d
f7
fo
72
e2
oo
oo]
Ga
01=]
oo
oo
oo
(ole]

42
og
de
[ee]
(e]0]
oa
o[¢]
oo
Be
70
65
65
be
ed
ed
ed
ad
oo
oo
4c
¢[e]
(e0]
o]0}
e0]
(e8]

"d one.

2f
[¢[¢]
de
[ee]
a3
o0
ol¢]
oo
¢[¢]
72
20
2e
78

66
26
2d
79
[clo}
[¢lo}
[ele}
[¢le}
[elo}
[clo}

[cle]
03

G0 oo
[e[eolo]
032 40
oo do
00 oo
00 oo
00 00
6o e
b4 o3
6f 67
72 73
od od
ef 73
cf 73
ef 73
cf 73
ef 73
0o oo
[oloolo}
0o oo
8a 00
10 06
02 oo
00 oo
G0 40

oo
oo
o]0}
40
(e]0]
[olo]
ol¢]
oo
cd
72
Be
Oa
ad
ed
ed
ed
ad
oo
oo
(ele]
¢le]
(o0}
o]0}
e]0]
81

6o
[elo]
[olo]
(8]
04
40
00
[o[c]
21
61
20
24
78
66
5f
66
52
[olo]
50
(e]e]
(ele]
(o]0}
(05
(e[}
6o

18 67
o8 ff
00 oo
00 oo
20 oo
00 00
0o 00
06 oo
bg o1
6d 20
69 Ge
00 oo
cf 73
od e6
Qg o8
ad fg
69 63
00 oo
45 00
20 o0
42 00
ag oo
00 oo
10 01
oo 10

(¢]¢]

.IThis p rogram c
annot be
DOS mode ...

run in

E header (magic MZ).There
) and t210test (2 ") so

¥ | () Ascll

Aide

Copy the bytes (using “C arrays” in Wireshark) in a

aaa =[ Ox4d, Ox5a, Ox90, 0x00,
Ox04, 0Ox00, Ox00, Ox00,
OxbB8, 0x00, Ox00, 0x00,
Oxd0, 0Ox00, Ox00, Ox00,
Ox00, 0x00, Ox00, Ox00,
Ox00, Ox00, Ox00, Ox00,
Ox00, 0Ox00, Ox00, Ox00,
Ox00, Ox00, Ox00, Ox00,
OxDe, Ox1f, Oxba, Ox0e,
0x21, Oxb8, 0Ox01, Oxdc,
OxB9, Ox73, Ox20, Ox70,
Ox61, Ox6d, 0x20, Ox63,
Ox74, Ox20, OxB2, OxE5,
0x20, 0x69, 0OxGe, 0Ox20,
Ox6d, Ox6f, Ox64, Ox65,
Ox24, 0Ox00, Ox00, Ox00,
0Ox3c, Oxae, Oxld, Oxbe,
0x78, Oxcf, Ox73, Oxed,
Ox66, 0x9d, 0xf7, Oxed,
0x66, 0x9d, Oxed, Oxed,
Ox66, 0x9d, OxfO, Oxed,

0x03,
oxff,
0x00,
0x00,
0x00,
0x00,
0x03,
0Oxed,
0x00,
Oxcd,
0x72,
Ox61,
0x20,
Ox44,
0x2e,
0x00,
0x78,
0x78,
0x66,
0x68,

0x00,
oxff,
0x00,
0x00,
0x00,
0x00,
0x03,
0x00,
Oxb4,
0x21,
ox6T,
0Ox6e,
0x72,
Ox4f,
Ox0d,
0x00,
Oxcf,
oxcf,
Oxct,
oxcf,

0x00,
0x00,
0x00,
0x00,
0x00,
0x00,
0x00,
0x00,
0x09,
0x54,
0x67,
0OxGe,
0x75,
0x53,
ox0d,
0x00,
0x73,
0x73,
0x73,
0x73,

0x00,
0x00,
0x00,
0x00,
0x00,
0x00,
0x00,
0x00,
Oxed,
0xE8,
Ox72,
ox6f,
OxGe,
0x20,
Ox0a,
0x00,
Oxed,
Oxed,
Oxed,
Oxed,

Bl ) EBCDIC @ Hex Dimp ) C Arrays (' Raw
; Filter Out This Stream | | Fermer |
text file




And write them in a file (here

aran wrar g

Cxa0,
Bx00,
Bx00,
Bx00,
Bx00,
@x00,
Qx00,
Bx00,
Bx00,
Bx00,
Bx00,
Ox00,

Ox00
Gx00
Gx00
Bx00
Gx00
Ox00
Gx00
Gx00
Bx00
Gx00
Gx00
Gx00

rran arar g

, 0x00,
, Ox00,
, Ox0a0,
, Ox00,
, Ox0a0,
, Ox00,
, Bx00,
, Ox00,
, Ox00,
, Ox0a0,
, Ox00,
, Bx00,

“tmp/binary.exe”)

aran e g wras ey

G,
Bx 00,
0x00,
Gx00,
0x00,
Gx00,
xR0,
%00,
Gx00,
0x00,
0x00,
0x00 ]

rran wrar g

Cxoa,
Bx00,
Bx00,
Bx00,
Bx00,
@x00,
Qx00,
Bx00,
Bx00,
Bx00,
Bx00,

tran arar g

Cx0a,
0x00,
0x00,
0x00,
0x00,
0x00,
Ox00,
0x00,
0x00,
0x00,
0x00,

s

0x00,
0x00,
0x00,
0x00,
0x00,
0x00,
0x00,
0x00,
0x00,
0x00,
0x00,

]

G0,
Bx 00,
Gx00,
Gx00,
Gx00,
Gx00,
Qx00,
%00,
Gx00,
Gx00,
Gx00,

b.write
b.close()

b = open("/tmp/binary.exe”,

w")

join{lchr{i) for i in aaal))]

We can now begin analyzing the binary. The interest

~wmain” function) is the following:

2 strings are printed on stdout (using function PRI

“t2'10 Challenge”
“THANK YOU MARIO! ....”

[gs'mga’Bureau’\binary.exe

ing part (the

NT_ON_STDOUT):

bugger  Options Windows  Help

hEs 83 [T =

A sH| [ N

lex| "A=F| e

Nx||st-#8-vSHK~~ ¢

[ = s tm W AEFAE

| ﬁ ft | ’ n .ILoca\W’\nEZ debugger j|
| LM I | 1N I | |
ox | *® @ D& Wiew-A | X |31<'| Hes View-4 | X & Shructures I X En Enum&l X % Imparts I X gﬁl Exponts I
I Se4
e
ts wmain proc near
t: var_u= byte ptr -4
il push ecx
e asi OTTSEL dlZ TOCIMIIIENgE & te 18 gL remge oI
te call PRINT_OH_STDOUT
e push offset aThankYouMarioB :; "THAHK YOU WARIO® BUT ODUR PRINCESS IS IH"...
te call PRINT_OH_STDOUT
e —a—dd £sp g
& 1ea =¥ Lesnthtuas 7]11
lE push eax ; lpThreadld
: push ] ; duCreationFlags
= push ] ; lpParameter
te push offset Startaddress ; lpStartaddress
e push a ; dustacksSize
ts push a ; 1lpThreadattributes
e H
" push eax ; hHandle
. p call ds:WaitForSingledbject
aleinfo_st.. e —or IV TIY
te pop ecx
e retn
te _umain endp

te
:fJ «

[100.00%

[-119,561)  [(1046,169) |ooooo4zF

0040102F: _wmain+2F

NEystem3zhcomctidz.dll
A Trid=inya7

Then a thread is created (function CreateThread) an
StartAddress.

d launches function



This thread is “killed” after 5 seconds (timeout of
WaitForSingleObject) so better be quick to copy the

messagebox ;)

The main part of the program is the function StartA

contains the encrypted URL.

First, the encrypted string is copied into the “Tex

Structures | x* En Enums | x % Importz | x gﬂ E=ports |

(LLTLE)
bl
mou
push
mou
mou
mou
mou
mou
mou
mou
mou
mou
mou
mou
mou
mou
mou
mou
mou
mou
mou
mou
mou
mou
mou
mou
mou
moy

Edx, UWUru_4uLuusy

eax, esp

[esp+6Ch+security cookie], eax
ebx

al, 85h

bl, @F@h

cl, BEAh

[esp+7Bh+Text+8], bl
[esp+7Bh+Text+13h], bl
[esp+7Bh+Text+17h], bl

dl, BE4h

bl, BF6&h
[esp+7Bh+Text+2],
[esp+7Bh+Text+5],
[esp+7Bh+Text+7], cl
[esp+7Bh+Text+2], al
[esp+7Bh+Text+8Bh], dl
dl, BF7h
[esp+7Bh+Text+BER],
[esp+7Bh+Text+18h],
[esp+7Bh+Text+12h],
[esp+7Bh+Text+15h],
[esp+7Bh+Text+12h],
[esp+7Bh+Text+1Bh],
[esp+7Bh+Text+1Dh],
bl, 8Ah
[esp+7Bh+Text+1ER],
[esp+7Bh+Text+1Fh],
cl, 8Bh

dl
al

cl
al
cl
al
bl
al
bl

al
cl

Then the string is decrypted (simple XOR encryption
and shown to the user in a MessageBox.

URL in the

ddress which

t” variable.

with byte OxAbD)

pup ITE
lea esp, [esp+@]
ER N
loc_4B81248:
®or [esp+eax+6Ch+Text], BASh
inc eax
cmp eax, 67h
jb short loc_u481248
v
BN
push 1] ; uType
push offset Caption ; "t2°18 Challenge™”
lea eax, [esp+74h+Text]
push eax ; 1pText
push 1] ; hind
call ds:HessageBoxf
mou ecx, [esp+6Ch+security cookie]
E{i] ecx, esp
oK eax, eax
call sub_481271
add esp, GCh




We can finally get the last URL of the challenge by simply running the
binary:

t2'1@ Challenge
THANE YOU MARIO* BUT OUR PRIMCESS IS IM ANOTHER CASTLE®

t2'10 Challenge N x|

THANE YO MARIO! ¥OUR QUEST IS OVER.

htbp: b2 Fifext/chalengerlevel=E5f 2f af80fc35f cf522e9da42Fa2cdaf | OD T

It was really compulsory to retrieve the binary in the pcap capture

because only “stdout” and “stderr” of the binary we re retrieved when

it was launched using “psexec”, and the URL was sto red encrypted.

So only the 2 strings (“t2’10 Challenge”, “THANK YO U MARIO!..”) could

be seen in the network capture:
b L = = O TP S ]| =Sy e el = s e e R e Y RS [FOr e = 56 SV s.t.d.e.r.r...... 8.5MB%............
........ R - =
b L = = O TP S ]| S ey el = s e e R e Y s [EOr e = 56 SV O O T S SMB.........c...
7 |
| I 1= T SMB.......
e M..t2'10 Challenge
THANK ¥OU MARIQ! BUT OUR PRIMNCESS IS IN AMOTHER CASTLE!

E-&ff-cccccoccccccccccoocooco-coccoooos eccccoco-coccccooczocoos =
= = = @, #SMB. . ...
2 Bevernnnnn = = TR JuSMB. o v it
= = beaea R Xl.ooouoonnn
= it a s aan Xl.o..... T.E.5.T.-.E.D.3.1.1.4.7.6.9.
iocczcoccccooscooCooCoCCOSCoSCDoCSCoCCOCCoCOSCoCSCCSCSCCOCCSCOSCOSCOCCCSCSCOCCOCOCCOSCCCSOOCSCSoSCOCCoCCOoCDS
t.2.1.0.t.e.s.t...8.X%

B e u s s e n mm o EEE R E R RN N R R R N E R R R R R E R RN N R E SR N RN R &R R E R R R RN N R E RN RN R N RN R R R EEE RN EEE A e E A



Conclusion

I'd like to thank the T2 committee for this very fu n challenge with
varying levels which covered different domains (cry ptography,
steanography...)

Please keep making this type of fun challenge in th e coming years :)



